The measurement of quantum signals that traveled through long distances is of fundamental and technological interest. We present quantum-limited coherent measurements of optical signals, sent from a satellite in geostationary Earth orbit to an optical ground station. We bound the excess noise that the quantum states could have acquired after having propagated 38 600 km through Earth's gravitational potential as well as its turbulent atmosphere. Our results indicate that quantum communication is feasible in principle in such a scenario, highlighting the possibility of a global quantum key distribution network for secure communication.
The measurement of quantum signals that traveled through long distances is of fundamental and technological interest. We present quantum-limited coherent measurements of optical signals, sent from a satellite in geostationary Earth orbit to an optical ground station. We bound the excess noise that the quantum states could have acquired after having propagated 38 600 km through Earth's gravitational potential as well as its turbulent atmosphere. Our results indicate that quantum communication is feasible in principle in such a scenario, highlighting the possibility of a global quantum key distribution network for secure communication.
Quantum mechanics has successfully undergone a number of fundamental experimental tests since its development [1] [2] [3] . Still some aspects pose both a theoretical and an experimental challenge, such as the relation of quantum mechanics and gravity [4] [5] [6] . Quantum-limited measurements of quantum states traveling through long distances in outer space provide both an offer to test quantum mechanics under such extreme conditions and a prerequisite for its use in quantum technology [7] . To this end satellite quantum communication [8] [9] [10] [11] [12] [13] [14] [15] promises to provide the currently missing links for global quantum key distribution (QKD). Important experiments in satellite quantum communication have been reported or are currently being devised and set up [16] [17] [18] [19] [20] [21] [22] .
This work presents and discusses quantum-limited measurements on optical signals sent from a GEOstationary satellite. We report on the first bound of the possible influence of physical effects on the quantum states traveling through Earth's gravitational potential and evaluating its impact on quantum communication.
Optical space-to-ground experiments for long-distance classical data communication have started in 1994 [23] and have since been continued with successful demonstrations of optical ground links from low Earth orbit (LEO) [24] , geostationary Earth orbit (GEO) [25] and the Moon [26] (for a summary, see [27] ). In parallel, free space quantum communication has made its steps out of laboratories into real-world scenarios [28] [29] [30] [31] . It has turned out that detecting field quadratures (continuous variables) is well suited to combat disturbances from atmospheric turbulence and stray light [32] [33] [34] . Using these methods, the first implementation of an intra-urban free space quantum link using quantum coherent detection has been reported [35, 36] . The advantage of stray light immunity applies as well to classical coherent satellite communication [37] . The similarity between these classical and quantum technologies allows us to make use of the platform of a technologically mature Laser Communication Terminal (LCT) [38] [39] [40] for future quantum communication (see Fig 1) .
An important step on this way is to precisely characterize system and channel with respect to their quantum noise behavior. Coherent quantum communication employs encoding of quantum states in phase space and works at the limit of the Heisenberg uncertainty relation [41] , but is susceptible to additional technical noise. Our task here is to characterize whether quantum coherence properties are preserved after propagation of quantum states over 38 600 km, through a large part of gravi- tational potential of Earth and through turbulence of all atmospheric layers. Our sender is a Laser Communication Terminal (LCT), flying on the GEO spacecraft Alphasat I-XL (see Fig.  2 ). The LCT was developed for classical coherent satellite communication (details on the LCT may be found in [38] [39] [40] ). It is based on an Nd:YAG laser, operated at a wavelength of 1064 nm in continuous-wave mode. After passing through an amplitude modulator, a phase modulator at a frequency of 2.8 GHz imprints an alphabet of binary phase modulated coherent states |α and |−α on the light field [43] . The same type of binary phase modulation can be used in quantum communication [36, 44] , together with quaternary phase modulation offering performance increase [36, 45] . Subsequently, the coherent quantum states are amplified and have thermal excess noise, defined as noise above the quantum uncertainty of the vacuum state. A periscope with diameter 13.5 cm precisely points the laser beam to the optical ground station. On ground, we use the Transportable Adaptive Optical Ground Station (TAOGS, see Fig. 2 ) for pointing, acquisition and tracking [25] of the laser beam from space. An adaptive optics system corrects for phase front distortions in order to launch the beam into a single mode fiber (details on the TAOGS may be found in [42] ). Our quantum acquisition system uses a homodyne detector [46] , locked to the phase of the signal, to measure field variables in the continuous-variable (CV) regime [47, 48] . This method allows for characterizing the quadratures of the light field with a precision at the quantum noise limit.
The total loss from the satellite output up to the receiving aperture was measured to be 69 dB. This value incorporates the following sources of losses: Most of the channel attenuation stems from the receiving aperture of 27 cm being smaller than the spot size at the ground station. Loss through scattering and absorption at atmospheric particles is very low under good weather conditions and assumed here to be less than 2 dB. Turbulence induced beam spread and scintillation result in a small loss of about 1 dB. Besides that, there are losses through waveform aberrations and pointing errors. Note, that beam wandering induced losses, which are important in shorter links [49] , are small as the beam diameter is significantly larger than the receiving aperture. Technical losses within the TAOGS are kept at a level of 16 dB (including detector quantum efficiencies). Thus, in total the losses from the sending aperture to the detector add up to 85 dB.
We focus our measurements and data analysis on the X quadrature in which the signal is encoded [50] . Details of the asynchronous sampling procedure are given in the Supplementary Material. The amplitude modulator in the LCT can sinusoidally vary the signal amplitudes, with slower frequency than the phase modulation. We acquire the signal states of varying amplitudes and sort them into 50 bins of quasi equal amplitude, each containing about 70 000 measurement values. This method allows us to produce histograms of X quadrature values for each bin (three of which are shown in Fig. 3) .
A binary phase modulation of coherent states produces a double Gaussian measurement distribution in a quantum-limited homodyne detection system. As we can see in Fig. 3 , our experimental data agree well with this prediction. Therefore, we can determine the amplitude and the variance of the received quantum states using a double Gaussian fit, assuming that the variances of the two states | + α and | − α are equal. We normal-
Experimental results for the excess noise variance in units of the quantum uncertainty of the vacuum state. Data is shown for different detected signal amplitudes |α|. In the upper row, three exemplary histograms (|α| = 0.63, 0.92, 1.24) illustrate the observed quadrature distribution along the X quadrature. Each of the histograms contains about 70 000 data points.
ize our measured signal states to a reference measurement of the quantum vacuum state by closing the signal port of the homodyne receiver. We verify the linearity of the photodetectors and subtract the electronic noise variance from both signal variance and vacuum variance in all measurements (see Supplementary Material).
Dividing the signal variances by the vacuum variance yields the vacuum-normalized variances and allows to deduce the amplitudes of our signal states in the X quadrature (see Fig. 3 ). Our measured excess noise contains excess noise picked up during propagation through the atmosphere, as well as all potential technical noise in the ground station before detection. Nevertheless, we observe a signal variance of 1.01 ± 0.03 in units of the quantum uncertainty of the vacuum state and thus conclude that the detected signal states are almost quantum uncertainty limited coherent states. This means that our result is consistent with vanishingly small excess noise within the error bars.
Our measurement results show that coherence properties can be preserved even after very long propagation and through Earth's atmospheric layers. Using a lownoise phase-locking mechanism based on homodyne detection, quantum communication protocols using phase encoding become possible. The channel loss from GEO with an increased ground aperture of 1.5 m would be reduced by 14 dB from 69 dB to 55 dB. By improving the technical loss, discrete-variable QKD protocols, employing differential phase-shift keying or decoy states, operated from a GEO-stationary satellite, then become feasible [51] [52] [53] [54] [55] [56] [57] [58] . For continuous-variable (CV) QKD protocols with coherent detection, using Gaussian modulation [59] or Gaussian post-selection [60] an operation in low Earth orbit is conceivable. Assuming an Alphasat-like LCT in a LEO orbit at a distance of 500 km the channel losses of 69 dB would be reduced to 31 dB. Using a bigger receiving aperture of 1 m could reduce the losses by another 11 dB. Thus, the channel loss from a LEO satellite is estimated to be around 20 dB, what is within the tolarable amount of loss given in [60] , even adding the typical amount of technical loss.
These considerations may be extended to quadrature phase-shift keying (QPSK), bearing in mind that security proofs for CV discrete-modulation protocols still need to improve to support quantum channels with higher losses. Note, that future laser communication terminals for quantum communication require adjusted sending amplitudes and reduced internal excess noise by suitably multiplexing classical and quantum mode.
An interesting aspect is that our measurement data allows us to study the influence of the atmosphere on the propagation of quantum states. Initially, the states are prepared by the LCT with an excess noise of 33 dB above the quantum uncertainty of the vacuum state. We assume that the propagation through the almost particlefree exosphere only has negligible influence on the quantum states. Imagine a virtual receiver with a receiving aperture of the size of the TAOGS aperture at an alti-tude of 1000 km above ground. This virtual aperture would observe an intensity reduced by a factor of 61 dB, governed by the geometrical beam expansion (see Fig. 4 ). Due to the same loss, excess noise would be reduced to merely 0.001 units above the quantum uncertainty of the vacuum state. Both excess noise picked up during propagation through the atmosphere and technical excess noise originating at the receiver on ground is visible in our measurement data. However, both the atmosphere and our receiver are not loss-free, which implies that higher excess noise than actually measured might have been present during propagation. To give a worst case bound for this value, we scale the measured excess noise up, from a value of 0.01 ± 0.03 by a factor of 16 dB (ground station losses) resulting in 0.4 ± 1.2. Additionally, we scale this value with atmospheric losses of 3 dB and obtain an upper bound for the excess noise of 0.8 ± 2.4 (see Supplementary Material). Note that this is a conservative estimate for both the atmospheric and technical excess noise. Whereas excess noise originating during propagation has to be scaled up this is not the case for noise originating at the receiver on ground, lowering the bound significantly. According to our estimation both noise sources can not be distinguished.
Using the same estimate, our quantum-limited measurements on ground bound the excess noise that could have been added during the whole propagation through the Earth's gravitational potential. Taking into account the overall loss of 85 dB between satellite and detector on ground, we can give a first bound of any excess noise being below 65 dB, well in agreement with the 33 dB of thermal excess noise originating from the satellite (see section on amplifier noise behavior in the Supplementary Material).
Concerning the implementation of satellite QKD, we have presented phase space measurements of optical signals sent from geostationary Earth orbit (GEO) to an optical ground station. We have shown by measurement that quantum limited states arrive at the ground station despite the long propagation path including Earth's atmospheric layers. We have bound the overall excess noise that can degrade the quantum states in the satelliteground link and the atmospheric layers. This work can be seen as the first step in developing quantum communication from GEO. While the currently existing hardware is optimized for classical coherent data communication, the technological proximity to coherent quantum communication opens up a fast and efficient way to develop a global quantum network. Moreover, beyond the strict QKD regime our results can be adopted to the overall context of security by physical means (see e.g. [61] ) as a powerful line of defense against future cyber-attacks [62] .
Acknowledgments In the following, we describe the data analysis of the measurement leading to the result shown in Fig. 3 (main article) in detail. The investigated data was acquired on January 27, 2016 during an instant when the satellite was in a mode sending amplitude modulated binary phase shift keying (BPSK) signals. An oscilloscope (Teledyne LeCroy WaveRunner 640Zi, 4 GHz analogue bandwidth) was connected to the minus signal of the homodyne detector in the TAOGS (see Fig. 2 in the main article) . We analyze an oscilloscope trace with a length of 1.25 ms corresponding to 50 million recorded samples with a sampling rate of 40 GS/s.
The first step of our analysis is to digitally recover the clock. This is necessary since our sampling rate of 40 GS/s is asynchronous to the BPSK signal frequency of 2.8125 GHz. Therefore, the duration of one signal pulse corresponds to the duration of approximately 14.2 oscilloscope sampling periods. We consider one sample per signal pulse for the following reason: At our receiver, we measure the projection onto the X quadrature of a BPSK signal created by the phase modulator. Thus, as shown in Fig. S1 , we resolve the finite switching time of the phase from 0 (for the state |+α ) to π (for the state |−α ). As we do not acquire the P quadrature simultaneously, the received amplitude α can be determined for the cases where we know that P = 0. This condition is fulfilled between pulse transients with the phase being either 0 or π. For that reason, we restrict ourselves to the samples in the pulse center. Additionally, the analogue bandwidth of the oscilloscope is 4 GHz and consequently neighboring samples taken at 40 GS/s are correlated. Therefore, the quantum state considered is defined by the time duration of one sample per signal pulse at the pulse center.
The goal of the clock recovery is to determine the pulse centers as precisely as possible throughout the whole trace. The two parameters that need to be recovered are the offset between the BPSK signal clock and the oscilloscope clock and the frequency ratio between the clocks (i.e. the number of oscilloscope samples per signal pulse). We vary these two parameters successively to estimate the pulse centers and optimize for the sum of the absolute values of the respective coherent signals. Thereby we find an offset of 5.2380(5) samples and a frequency ratio of 14.2222731533(3) samples corresponding to a signal frequency of 2.81249(1) GHz. Note that the precision of the measured absolute frequency is limited by the clock accuracy of 4 ppm of our oscilloscope. According to this recovery, we take the samples closest to the values 5.2380(5) + n · 14.2222731533 (3) (n=0, 1, . .., 7031223). A fraction of the resulting signal trace is shown in Fig. S2 . In the next step, we analyze the X quadrature distribution for the different signal amplitudes. During BPSK operation, the amplitudes are modulated with a MHz sine wave. The amplitude modulation period repeats every 1600 signal states, corresponding to a duration of 0.568890(3) µs.
In order to determine the coherent amplitudes α and excess noise (noise variance above the vacuum quantum uncertainty), the repeating amplitude modulated periods are superimposed for the duration of 1.25 ms for which the channel transmission is measured to be stationary. This duration corresponds to 2197 period repetitions. The resulting trace is shown in Fig. S3 .
The superimposed traces of Fig. S3 are binned into 50 segments of phase 2π/100, corresponding to a duration of 11.3778(1) ns for each segment. This binning yields 70304 data points for each segment. For each segment, histograms are generated. For the BPSK signal we fit a double Gaussian function of the form
Note that we assume here that the variance of the two signal states |+α and |−α is equal. Vacuum quantum noise and dark noise traces which have been recorded beforehand are processed equally with a single Gaussian fit function Fig. S4 .
FIG. S3.
The amplitude modulator generates a slow envelope for BPSK signals. Half-periods of this envelope are superimposed for further statistical data analysis. As the receiver becomes non-linear for α ≥ 2 (saturation at peaks), we restrict our analysis to the amplitudes smaller than 2 (left part of the trace).
From the fit parameters b 1 and b 2 of the double Gaussian fit, the coherent state amplitudes α of the signals are determined by normalizing the vacuum quantum noise variance to 1. As the gain in the consecutive electronic amplification stage after the coherent receiver becomes non-linear for α ≥ 2, we restrict our analysis to the 13 segments where the received amplitude was smaller than 2.
For these amplitudes, the fitted curves agree well with the measured data. Three exemplary fits are shown in Fig. 3 of the main article. The quality or goodness of fit given as the coefficient of determination R 2 is in average 0.999985 for the considered amplitudes.
Finally, we determine the excess noise above the quantum uncertainty of the vacuum state for the different amplitudes. For each of the considered amplitude modulation segments, the fitting yields variances of dark noise, vacuum quantum noise and signal states, as well as the 95% confidence intervals. For electronic dark noise and vacuum quantum noise, which are not amplitude modulated, the mean value of all samples is taken. Dark noise is subtracted from vacuum quantum noise and signal noise (clearance between vacuum quantum noise and dark noise is given in the following section). The excess noise or excess variance E of an observable X for a signal state is calculated by comparing its variance to the variance of a coherent vacuum state (quantum uncertainty):
This calculation results in an excess noise value for each of the 13 measured amplitude bins.
To estimate the error on our measured excess noise values we use the 95% confidence intervals of the relevant fit parameters for dark noise, vacuum quantum noise and signal variance. For the excess noise error, we perform a worst-case estimation, i.e. we calculate the largest and smallest possible value for E, taking into account the confidence intervals. The same procedure is performed to obtain error bounds for the measured amplitudes α. In addition we take into account the error arising from the binning procedure described above, which collects slightly different amplitudes in one bin. To this end, we perform a sinusoidal fit to the modulated amplitudes to estimate the binning error [S1] . The resulting measured amplitudes and excess noise values together with the respective estimated error bars can be found in Fig. 3 of the main article. We verify the linearity of the homodyne detection system by step-wise attenuation of the power of the local oscillator and verifying that the variance of the vacuum state scales linearly.
The measured power values were used to calibrate the sum of the DC outputs of our detectors in mW. These DC output values are included in the telemetry data, recorded by the TAOGS at a frequency of 5 kHz. The noise power was calculated for each local oscillator power from the recorded traces. We use the same processing routine for the vacuum state and for the satellite signal states, except that a single Gaussian is fitted to the vacuum state and a double Gaussian to the BPSK signal states (see above). From the Gaussian fits we extract the noise variances. In Fig. S5 the measured noise power as well as the noise power corrected for dark noise is plotted versus local oscillator power.
A linear fit shows that the scaling of the noise power is linear. We find a clearance of up to 6 dB of the quantum vacuum noise power measured with the respective local oscillator power above the detector's electronic noise. During satellite communication, we use the telemetry data provided by the TAOGS to determine to the corresponding vacuum variance for each signal measurement run.
Amplifier noise behavior
The BPSK signals in the LCT are amplified before being sent towards the ground station. The amplifier exhibits a noise figure of NF = SNRout SNRin = 6.4 dB, which is the ratio between the signal-to-noise ratio of the input signal and the signal-to-noise ratio of the amplified signal. Together with the amplifier gain of 27 dB, this translates into thermal quantum states with a quadrature variance of about 33 dB above the quantum uncertainty of the vacuum state. See main article for discussion.
Virtual aperture concept
Excess noise is defined as noise above the quantum uncertainty of the vacuum state. In the following, we will bound the amount of excess noise that Earth's atmosphere could have added to the quantum states from space. The signal states at the satellite are well above the quantum uncertainty of the vacuum state (see section above). This sender noise would at first glance impair the precision of a noise characterization. On the other hand, we can benefit here from the fact that an aperture, which is smaller than the beam diameter, sees reduced excess noise. As a gedankenexperiment, we imagine a virtual aperture in the exosphere at an altitude of 1000 km above ground (see Fig. 4 in the main article). Between geostationary Earth orbit (GEO) and exosphere [S2] , light propagates quasi in vacuum which we assume not to add noise for this consideration. In the following we give an estimate of the diffraction losses: In the far field the intensity distribution of our beam is given as an Airy pattern due to diffraction at our sending aperture. In good approximation we can assume that the intensity distribution at the center of the Airy pattern is Gaussian. The fraction of the detected power within the virtual aperture can thus be estimated by integration over the intensity ratio 
where w 0 = 6 cm (z 0 = 10.6 km) is the beam waist, w(z) = w 0 1 + ( z z0 ) 2 the spot radius at a distance z = 38600 km from the satellite and r the radial distance to the optical axis. Integration over r yields P (r 0 , z) P 0 = 1 − e − 2r 2 0 w(z) 2 = 61 dB (3) of loss between the satellite and the virtual aperture (r 0 = 13.5 cm). Scaling the initial excess noise of 33 dB with this loss results in a variance merely -28 dB above the quantum uncertainty of the vacuum state. In linear units, this corresponds to a variance of 0.001 units above the quantum uncertainty of the vacuum state. Thus, for practical purposes, the states at the virtual aperture can be considered to be quantum noise limited. Therefore, all excess noise at the aperture of the ground station must have been added by the atmosphere. Thus, all detected excess noise originates either from the atmosphere and/or from technical noise inside the TAOGS. In the following, we conservatively assess the noise contribution of the atmosphere by assuming that the receiving station operates noiselessly. We scale the measured excess noise at the homodyne detector (0.01 ± 0.03) (see Fig.  3 in the main article) with 16 dB of technical losses in the station (including detector efficiency). This yields 0.4 ± 1.2 of excess noise at the TAOGS aperture. Considering the virtual aperture concept, we additionally scale this value with atmospheric losses (absorption, scintillation and scattering) of 3 dB and obtain 0.8 ± 2.4. This is the sought bound for atmospherically added excess noise.
